
� ���������
	���
��������������
����� � �"! �
� � �

#3

#%$'&�()&+*-,.&0/�132�45$76.28,92;:9<0/

=?>A@�B�CEDGFIH-BIJ0B5KIK"B�H-F5L
Diffie-Hellman

M�NPO5Q7RTS�UVQXWYNPO5Z.[?\-])^X]_R7`GS7RGWTab^Xc?ZedGSfZ.\-WIg?hAikj-lnm'hkm'W-RGZeopW?q9lnj?h?rsNPO5Z.[TaYNtaGWbm'Z"R aG`
m.j-]fRu^7lvg8SX`GSX]b\?w.Z'QXZ.cTaxaGWy]zw'Rnm'Z'R a7{|aT}?q0Z'[7ay\-[?q;S7Rnm'dyO5QXh?q9Ru\-Z-w.Z'RnU|a7S_W?reNtaTW~SX\-h?\-WGS7Rnm'`
m.UV^7Rnm'W >�� Z�w.QX`G�.j-h?\-W�w.Z'[�[Tw.d?QXO5]_R�]fl aTW-R�w-UVr~\?w.Z.QXZ.cTa�h
ikj.lnm'h
m'W-R�Z�opW?q9lnj-hGr�aTW
^Xh?\.R�Z.[?Q��8}?q0Z.[Ta�W?[TSX`YSfZY�'�'� �T�km'W-RX�'�X�?�9�Ym']fRu^7l >|� �8]taGRnm'}Y]ta7SXcGw-{Vq0hp}GSfWTa�`TS7RXh�iYj.lnm'h
m'W-RGZeopWGqEl�j-h?r)^7]tab]fl aTW-RG^X[TaTWGSX`YaTWk^Xh?\.R�Z.[?Q��8}?q0Z.[TaYNtaGWbSXNPSfZ'R�Z�m.j-]fRu^7lG]zw'Rnm'Z'R a7{|aTU|a7SfW?r
� WTaT]fQXdI�V^X]ta�\?w.Z.Q7]fl�r�aTW�^Xh?\.R�Z.[?Q��8}?q0]_R�r�NtaGW�m'Z'R aT`�\-[?q+S7R�m"`�WGw.`�SfZ�S7lnw.ZGSfW >
� Z =��?�G� g~q0]�\.RnW�R�q;S_Z.Q7Rnm'}�^7hG\-Z'q9lu]P[?q0hIg�Z"R

Diffie
m'W-R

Hellman
w.QX`GSX]fR aTWTa�SfZ

w.W?QXWGm'dGSP{�w.Q�{�SX`-m'ZTj?j?Z >
� ikj.lnm'h�m'W-R"Z o%W?q9lnj-h?rYq9[G\ � {|aTZ.cTa�q0]bNzaTW ¡u\-]z�8dGj-Z8¢'w.QXU�SfZ p

m'W-R"NzaTW��8]taXaT}GS_Z.QXW
g
SXhGreZ'\-dG^7WGr

(Z/pZ)×
>V� W

p
m'W-R

g
]_l aGW?R8�"aT{Vq;SXd�q0]£`Tj-Z.[?r >

¤ =X¥~� ikj.l�m"h�]Pw'R�j-NP�5]_R0SX[?O5W-l�Z
a ∈ [1, p − 1]

m'W-RE[Tw.ZTj-Z7�0lu¦X]_R�SfZ
A = ga mod p

>
§%SXNzjGaT]_R5SfZ

A
q+SfZTayo%W?q9lnj-h >

¤©¨ ¥yª opW?q9lnj-h?r�]zw'Rnj-Nz�8]fR.SX[GO5W-l�Z
b ∈ [1, p−1]

m'W-R.[Gw.ZTj?ZT�0lu¦X]fR'SfZ
B = gb mod p

>
§%SXNzjGaT]_R5SfZ

B
q;SXhTaxikj.l�m"h >

¤¬« ¥~� ikj-lnm'h�[Gw.Z7j-ZT�8lu¦X]_R
K = Ba

>)ª opWGqEl�j-h?re[Gw.Z7j-ZT�0ln¦7]fR
K = Ab

>
ª R

Diffie
m'W-R

Hellman
R�q0O5[?Q7l�q;SXhGm'WTa�`GS7R�S_Z

K
]fl aTW-RESfZ�m'Z'R aT`�m"QX[ � `�m.j-]_Rn^Tl >£� Z

`GS7R|h�iYj.lnm'h�m'W-R|Z�opW?q9lnj-h?r�[Gw.ZTj?ZT�0lu¦XZ.[Ta­SXh7a�ln^TRnW�S7Ru\-}�]fl aTW-R � W7aG]PQX` >�® ª S7R�h¯S7Ru\-}
W?[GSX}y^X]ta�\?w.Z.QX]_l5aTW�[Gw.Z7j-ZT�8l°q;SX]fREWGw.`�m'WTaTNtaTW dTj?j-Z
^X]tay]fl aTW-R0m'WT±E`7j-Z.[ � WTaT]fQX` >
²�WGS ® W?QXO5d?r�\?w.Z.QXZ'cG\-]�aGW�^XZ.c?\-]
`GS7R|SfZ�w.Q�{�SX`-m"Z7j?j-Z

Diffie-Hellman
\?w.Z'QX]fl�aTW

w.]PQTR �8QXW � ]fl9�8]taGRnm.U�SX]fQXW��0RuW Z.w.Z'RuWG^7}Tw.ZGSX]£w.]Pw.]PQXW?q0\-NzaTh�W7�']zj.RuW7aG}�Z.\-d?^XW G
>

� ikj.l�m"h�m'W-R³Z­opWGqEl�j-h?r�q0[?\ � {|aTZ.cTa�q0]y\.RuW�Z.\-d?^XW G
m'W-R+NzaTW

g ∈ G
> ikr�]fl aTW-R

|〈g〉| = n
>�´ hGj?W?^X}�SfZ

g
w.W?QXdG�8]fR+\.RuW�m'[Gm.j.Rnm'}¯[Gw.Z.Z'\-dG^7W�SXd?µXh?r

n
>y� W

G, g
m"W?R

n]fl aTW-R0�"aT{Vq;SXdyq0]£`Tj?Z'[Gr >
¤ =X¥~� ikj.l�m"h�]Pw'Rnj?NP�8]fR9SX[GO5W-l�Z

a ∈ [1, n]
m"W?R�[Gw.ZTj?ZT�0lu¦X]fR�S_Z

A = ga
> §%SXNzjGaT]_R9S_Z

A
q;S_ZTayopW?q9lnj-h >

¤©¨ ¥yª opW?q9lnj-h?r�]Pw'Rnj?NP�8]fR�SX[?O5W-l�Z
b ∈ [1, n]

m'W-R�[Gw.Z7j-ZT�8lu¦X]_R�S_Z
B = gb

> §%SXNPjGaT]fR
SfZ

B
q+SXhTa�ikj.l�m"h >

¤¬« ¥~� ikj-lnm'h�[Gw.Z7j-ZT�8lu¦X]_R
K = Ba

>)ª opWGqEl�j-h?re[Gw.Z7j-ZT�0ln¦7]fR
K = Ab

>
i£r¶^XZ.c?\-]�S7R�^X]f^XZ.\-NzaTW�NfOI]_R�NzaTW?r�w.W7±�hTS7Rnm'`'r¶w.W?QXWGSXh?QXhGSX}Gr�SXh?r·q0[TaTZ.\.Rnj.luW?r7g�h
¸;]P{VQ��0lnW > ¸�aTUVQ7Ru¦X]fR³SfW

G, g
m'W-R

n
¤ W � Z.c¯W?[GSXNPr ]fl aTW-R;w.W?QXd?\-]PSXQXZ'R+SfZ.[�q0[?q;SX}?\-WGSfZ.r

¹



� ���������
	��
�������������������������
�Ia7UVq;SX]frYq9]A`7j-Z.[?r ¥ gIm'W-R5NPO5]_R"^7]fR"m'W-RISfW

ga
m'W-R

gb
g5WTj?j-d����8�ISfW

a
m'W-R

b � � Z w.QX`G�.j-h
�\-W�w.Z'[ WTa7S7Ru\-]zSf{�w'ln¦7]fRE]fl aTW-R0W?[GSX` S_Z.[�[Tw.ZTj-Z7�0R�q9\-Z.c S_Z.[
gab
> i£[GSX`
WTm"Q7R°�-UVr�]fl aTW-R0S_Z

[Gw.Z7j-ZT�0R�q;S7Rnm'`�w.Q7`G�.j?h?\-WySf{|a
Diffie

m'W-R
Hellman

>
	��! #"$ #%'&)('*+&),.-/�!01-+2�"+3$465

Diffie-Hellman 7 CDH 8�9 ´ ]P^XZ'\-NtaTh?r�\.RuW?r|w.]zw.]PQ7WGq:�\-NtaGhGreW7�']zj.RuWTaT}?r�Z.\-d?^XW?r
G
g0]zaT`.r

g ∈ G
m"W?R0SP{|a

ga, gb
g8[Gw.ZTj?`T�0R�q0]eS_Z

gab
>

® ; aGW q0O5]zS7Rnm'`�w.QX`?�-j-h?\-W�]_l aGW?R0WG[GSX`�SfZ'[�^7RuWGm'Q7R S_Z.c�j?ZT�8d?Q7R ±E\-Z'[ q;SXhTa
G
>

�<0#-+2�"+3$4=5>*� �?A@#&B5+,C0+&D*� $EF"$ #%HG�0+&�IJ4= �? 7�KMLN8O9 ´ ]f^XZ.\-NzaTh?r�\.RnW?r|w.]Pw.]PQXW?q��\-NtaGhGr)WX�']Pj-RuWTaT}?r�Z.\-d?^XW?r
G
gT]taG`.r

g ∈ G
m'W-RT]taT`'r

y ∈ 〈g〉
gT[Gw.Z7j-`T�0R�q0]VS_Z

a ∈ [1, |〈g〉|]SXNzS_Z'R�Z
UVq+SX]
y = ga

>
; l aTW-R � W7aG]PQX`�`TS7RA`-w.Z'R�Z.r�\?w.Z.QX]_lpaTW�j-c?q0]fR%S_Z w.Q7`G�.j?h?\-W ´QP g�\?w.Z.QX]_l%aTW·j-c?q0]fR
m'W-R�S_Z

CDH
¤ w-UVr�R ¥ M�]�dGj?j-W­j-`7�0RuW�S_Z�w.Q7`G�.j?h?\-W

CDH
^X]za�]_l aTW-RV[Gw.Z7j-ZT�0R�q;S7Rnm'd

^X[?q8m'ZTj-`GSX]PQXZ�WGw.`�SfZ ´QPk> i£[GSX`�SfZ��8QXd � Z.[?\-] CDH ≤ DL
>JS q0O5c?]fR�S_Z¯WTa7S7l°q;SXQXZT�

� Z�R�iYa�^XhGj-WG^7}­m'dGw.Z'R�Z.r�\?w.Z.Q7]flVaTW�j-c?q0]fR�SfZ CDH
\?w.Z.QX]_l)aTW�j-c?q0]fR�m'W-RVS_Z ´QP R

i£[TSX`�^X]za�]fl aTW-R;�8]zaGRnm'd��Ia7{Vq+SX` > ²�dTSf{�WGw.`�m'dGw.Z'Ru]Pr�[Gw.Z?±ENPq9]fR�r ¤ w.Z.[¯^X]�\?w.Z.Q7Z.c?\-]
aTW�WGw.Z.^X]fluµXZ'[G\-] ¥ h�WGw.d7aTSXhGq9h�]fl aTW-R;aTW-R >�´ hGj-W?^X}�S_W�w.Q7ZG�'}G\-WGS_W�W?[GSXdVUOWTX�X?�T��]fl aTW-R
R�q0Z'^XcTaTW?\-W >
ª R

Diffie
m'W-R

Hellman
j?Z"R�w.`Ta�R�q0O5[?Q7l�q+SXhGm'WTa£`GS7R-S_Z�w.Q7`G�.j?h?\-W

CDH
¤ m'W-R.q0[TaT]Pw-UVr

SfZ ´QP�¥ ]fl aTW-R9^Xc?q8m'ZTj?W �0RnW�SXh7a�Z.\-d?^XW
G = (Z/pZ)×

>
ª Q7lu¦XZ'[G\-]£m"W?R0SfZ�w.QX`G�.j-h?\-W�WGw.` � W?q0h?q0h~Sf{|a Diffie

m'W-R
Hellman

>
�<0#-+2�"+3$4=5Y5+�Z-![\5$(]3$^_*�`ba

Diffie-Hellman 7 DDH 8O9 ´ ]P^7Z.\-NtaTh?r­\.RuW?rw.]zw.]fQXW?q0\-NtaGhGrsW7�.]Pj.RnWTaT}?rsZ.\-d?^XW?r
G
m'W-RTSP{|a

g, ga, gb, gc ∈ G
WGw.Z � d?q9R�q9]VWTa gab = gc

>
; l aTW-R � WTaT]PQ7`�`GS7RE`-w.Z'R�Z'r�\?w.Z'QX]fl9aTW j?c?q0]_R8S_Z CDH

\?w.Z.QX]fl9aTW j-cGq9]fR8m"W?R9SfZ
DDH¤ �8RuWGS7RDR ¥~® ikQXW�NPO5Z.[?\-]

DDH ≤ CDH ≤ DL.� ^X[?q8m'ZTj.lnW·[Gw.ZTj-Z7�0R�q+S7R�m"}Gr�]zw'lnj-[Gq9hGr�Sf{|a�SXQ7RnU|a�w.W?QXWGw.dTa7{ w.QXZ?�-j-h?\-dGSP{|a�NfO5]fR
d?\-]Pq0hxq0O5NPq0h�\-]�SXhTaeW?q � dGj?]_RuW�SfZ'[�w.Q�{�S_Z-m'`Tj?j?Z'[ Diffie-Hellman

>�� Z�]PQ�U�SXh?\-W�w.Z.[
WTa7S7Ru\-]zSf{�w'ln¦7Z.[?\-]�]fl aTW-Rv���0RuW�w.Z"RnNfr~Z.\-d?^X]Pr�]fl aTW-R9SfW�w.W?QXWGw.d7aT{ w.Q7ZG�.j?}?\-WGSfW�^Xc?q8m'ZTj-W�R
¸+RuW�w.W?QXd?^X]_R �8\-W��0RuW�SXhTa�w.QXZ.q5±E]PS7Rnm'}�Z.\-d?^XW

G = Z/nZ
SfW�w.W?QXWGw.dTa7{ w.QXZG�.j-}G\-W��

SfW�]fl aTW-Rs]PcGm'ZTj-W ¤ �0RnWGS7RDR ¥dc w.d?QXO5Z.[Ta�Z.\-d?^X]Pr¯q;S7R�r¯Z-w.Z'lu]Pr�SfW�w.QXZG�.j-}?\-WTS_W­aTW�]fl aTW-R
^Xc?q8m'ZTj-W�R
M�luWAWGm'`.\-h�w.W?QXWGSX}?QXh?q0hI��WTa�h�¸;]z{VQX�8luWA^7]tapw.WGQ7WTm"Z7j-Z.[T±EZ.c?q0]�w.WT±EhGS7Rnm'dpSXh�q0[TaTZ.\.Rnj.le�
WIg7WGj?j?dAw.WGQ7]taTNt�.W-R aT]|q ® W?[GSX}"g7SX`TSX]�S_ZYw.QX{�SX`-m'ZTjGj-Ze^X]zaA]fl aTW-R�w'RuWbW?q � WGj?Nfr >³� ¸;]z{VQX�8luW
\?w.Z.QX]_l+aTW�¡u\?w.]fR�WTaTd?\-]Pq9W"¢;q+SXhTa�iYj.lnm'h�m'W-R³SfZ�opW?q9lnj-h"g�m'W-R+aTW�^Xh?\.R�Z.[?Q��8}?q0]fR³m'Z"R aG`
m.j-]fRu^7l.m'W-R-\-]%SfZ.[?r�^Xc?Z >³® ; SXq9Rvg.heiYj.lnm'hem"W?R.Z�opW?q9lnj-h?r)±�Weq0[TaTZ.\.Rnj-Z.cTa£\-]%SXhe¸;]P{VQ��0lf�
W�aGZ.\.lu¦XZTa7SfW?r `GS7R+\.R�j-Z.cTa�\-]zS_W?µXc�SfZ'[Gr > � Z�w.Q7`G�.j?h?\-W�W?[GSX`�^X]y\?w.Z.QX]_l�aTW�j-[7±�]fl�\-W
¡u\-WT±Eh?\-WGS7Rnm'`8¢�SXQX`-w.Z >g; l aTW-R � Rnj-Z.q0Z � R�m"`�¦7}TSXh?\-W�SfW?[GSX`GSXhGSfW?r�m"W?R�NfO5]fR�q0O5Nfq0h�m'W-R�\-]
SXhTa~]Pw.`.\-]taGh ]taG`TSXhGS_W >

¨ >Hh�DTiGC0H-B:jXDlknm�opkrq#sut�Bwvxo B�i J;K:y
oDqzo B:i
� Z¯w.Q�{�SX`-m'ZTj?j?Z

Diffie-Hellman
\-WGr�j-cTaT]fR�NzaTW��'W?q9Rnm'`�w.Q7`G�.j?h?\-W >b; l aTW-R�q9hG\-WTa{�

S7Rnm'`GSX]PQXZ·`'\?{Vr�`GS7R)Z'^X}G�5h?q0]�q+SXhTa�NzaXaTZ'RuW�SXhGr�m'QX[Gw-SfZT�8QXW � luW?r�^Xh?\-`.qER�Z.[�m.j-]fRu^7R�Z.c >



���������	��

�����
����������� ���
�����! "�#���$�
#3 %

§p]yNtaGW�SXNzS_Z'R�Z�q0c?q;SXh?\-WIgEm"d7±�]�O5QX}?q+SXhGrTg;W?r~w.Z.c?\-]yh
iYj.lnm'h�m'W-R;Z�opWGqEl�j-h?rTg;NPO5Z.[Ta
Z�m'WT±ENtaGWGr�WTw.`
NzaTW'&)(f��*:W?�7�0m.j-]fRu^7RnU|a'�sSfZ�Ru^7Rn{�S7R�m"` ¤ w.Z'[��Ia7{VQ7lu¦X]_R9\-`TaTZ
Z�O5QX}?q;SXh?r ¥
m'W-R�S_Z�^Xh?\-`.q9R�Z ¤ w.Z.[�]_l aGW?R��"aT{Vq;SX`�q0]~`7j-Z.[?r ¥z> ¸+RuW
aTW�q+SX]flnj-]fR�h�iYj.lnm'h�NzaTW�m'Q7[TwT�
SfZT�8QXW � h?\-NtaGZ�\-}TaT[?\-W�q+SfZ¯o%W?q9lnj-hIg9S_Z�m'QX[Gw-S_Z7�8QXW � ]_l�O5QXh?q9Ru\-Z-w.Z'RnU|a7S_WGr�S_Z�^Xh?\-`.q9R°Z
m.j-]fRu^7lTS_Z.[YopW?q9lnj-h ¤ \-]VNtaGWbWGj?�5`'Q7R ±E\-Z

E
¥P>|ª opW?q9lnj-hGr)�0RnWbaTWkWGw.Z-m'QX[Gw-SfZT�8QXW � }?q0]_R7S_Z

\-}TaT[?\-WIg5O5QXh?q9Ru\-Z-w.Z"Rn]_lESfZ
^7Rnm'`
SfZ'[�Ru^7Rn{�S7Rnm'`�m.j-]fRu^7l ¤ \-]eNtaTW�WTj?�8`.Q7R�±E\-Z
D
¥z>%´ hGj?W?^X}

WTakS_Zx¦7]P[G�8dGQTR?m.j-]fRu^7RnU|aeSfZ.[�o%W?q9lnj-he]fl aTW-R
(SB, PB)

heiYj.lnm'hIg-�0RuWeaTW£m'Q7[Tw-S_Z7�8QXW � }Gq9]fR
SfZ
\-}TaT[?\-W

m
[Tw.ZTj-Z7�0lu¦X]_R

c = EPA
(m)
>sª opW?q9lnj?h?r�[Gw.ZTj-Z7�0lu¦X]fR9SfZ

DSA
(C) = m

>
¸+RuW�m'dT±E]¯q0c?q;SXh?\-W�^7hG\-`'q9R�Z.[�m.j-]_Rn^TR�Z.c¶w.Z'[�±EW�w.]PQ7R �8QXd,+EZ.[?\-]¯w.Q7Nzw.]fRsaGW�w.Z.c?\-]
w-UVr�m"WTS_W?q8m']P[?d?¦XZTa7S_W?R;SfW�m.j-]fRu^7Rud ¤ w.QXZ � W7aTUVr�SfZ�Ru^7Rn{�S7Rnm'`­m'j?]_Ru^7l+NfO5]fR³q0O5NPq0h�\-]~S_Z
WTa7S7l�q+SfZ'R�O5Z�^Xh?\-`.qER�Z ¥ g8m'W-R8w.Z'R�Z"lE]_l aTW-R0Z'R9WTj?�8`.Q7R�±E\-Z'R

E
m'W-R

D
>


