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N
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√
N)
>|� p��8�ij�`.jSmItShIeg���5k-j�on�5r.�Sk-e�oqpsj`.eq`.egmIjSl0k-o�p?r�l0�dk-j

Fq

x9�.`.r.�
q = pn

x
p
`.m��T{gr'c7xw{I�s{Iea{[r�`.j?m7js`.tsp7b��9m7ts�8k-jX�8f psen{gj-�

O(
√

q) = O(pn/2)
>�� jSmIj?�'t?{nb�uwj�h7r.~Sk-e�k.�zj�r.k-tShIj�js�S�8r.m7f�uwkSbyp'x�{nbyp��-eq�8�.k-eqp7byp

Index Calculus
x0`.r.���'eq�S{7�z�ypsr.�sp�{gr��9mIt?�8k-j�l0e

exp
(

(c + o(1))
√

log q log log q
)

,
�0�ij��'t?`.r'�ij\l;{gjsuwegmIt

c
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p
�'j-�

n
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O(
√

q)
e[f p?jS�9f�l0r�k-e

O(exp(0.5 log q))
>
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G
x
g ∈

G
�'j-�

h, g1, . . . , gt ∈ 〈g〉 >�¸ r�h7�ij?�'m7� {I���-r7�8tSm7� u®k-r�r-`.r'��r.�ShI·?`.rs{Ie�l;{[r'���5egf�r.� y
bdc`.mIr.c�{Iv��'t?l9v

g
u®j�{grsp�l0�Sks�.rs�.f � r.�Sk-e�k-e

log y
>¹ �-oq`.r.�Sk-e�{��dmIj��?{7�°r'�º�'jSl9�z�'r'f°�'jsps�spsegc�`.r.�»��l0�5~Sr.�sp��8�ij¼{gr.�Sc

“
�'jspsrsp?�z�'r.~Sc

”�-r7�8tSm7��uwk-r.�ScC��l9�O~Sr.�sp��'j-�0egh�� > µ)�ih7�z�'�?{Ienm7j"xwj7p
h = ge1

1 · · · get

t ,{I�?{Ie
glog h = ge1 log g1 · · · get log gt = ge1 log g1+···+et log gt,tSmIj
log h ≡ e1 log g1 + · · ·+ et log gt (mod |〈g〉|).
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Fpn
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p
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p = 2 È x-�'j-�S{gr n
`.rs�S~Äk-eq�8t?�SrÆÇl;{Ivsp�`.mItS}IvÉ�'jspsegf�cÊ`.j-fimËpseg�

n ≥ 1000 È xse[f p?jS�sl0vSk-jsp7{7�z�'�apsjÉ}IogmIr.�Sk-ed�?{7�?kS`.r.mIr.~Sk-eTp?j`.jSmIj?�8r7ps{gr-`.r'��r.~Sk-eº`.r7�-�?�yps�Sk-ja`.tsp7b�j?`.�Ä{[r
Fp

eg~s�"r7�-j > ^ µypsj�`.rs�-�?�yps�Sk-r
h ∈ Fp[X]�'jsuwk-r.~

m
`.jSmIj?�8rsp7{gr-`.r"�z·?{[jS�9l0e°�5mI�spsr

O(m3 log p)
>T¸ j�jspst?�5bT�5j�`.rs�-�?�yps�Sk-j�l;{gr

Fp[X]
uwj�{[j��-onk-eÉ�'j-�0`.mI�T{gr.�Sc�{[r.�

Fp[X]
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Index Calculus

��j�`.enm7���5m7t��wr.�Sk-eÄ{Iv�k-o�u®r.hIr
Index Calculus

�0�ij�l0�dk-js{[j�{IvSc�k-r.mI�9·Sc
Fpn

�-`.r.�{gr
p
e[f psj-�;k.�z�'mI���'j-�;{gr

n
k-en�5t?�-r > � {Ivsp�jspst?�-�?l9v
{gr.��js�S�8r.m7f�uwk-r.��j?�?{I��l0vSk-j-f pseg��?{7�®{gr

p
e[f psj-��l;{[j7u®enmI���"jS�®{[r

n
{Ie[f p?eg�Gl;{[r�t?`.eg�imIr >Ä� p7bdm7f � r'�?k-e��?{7�

Fpn ≈ Fp/〈f〉�-`.r.��{gr
f
egf psj-�8jspst?�5bT�8rX`.rs�-�s�yp?�?k-r�`.tsp7b¼l;{[r

Fp

�.jsuwk-r'~
n
>d¸ j�l+{gr'���Oe[fij��-r'�z`.�sp{gr'�

Fpn

kS`.r.mIr.~spCpsj�j7p?js`.jSmIjSl+{gjsuwr.~sp�bdcÉ`.r7�-�?�yps�Sk-j�`.t7psb�l;{gr
Fp

�'jsuwk-r.~�oqbdcA�'j-�
n − 1

�'j-�0v�jSm7� uwk-v?{7�z�'·��0f psen{gj-�
mod f

>
! j-�®{��dmIj�r�j?�S�5�'m7� uwk-r'c >#" eghIr.k-oqpsj�egf psj-��h7~?r�`.rs�S�?�yps�Sk-j

y, g ∈ Fp[X]
�'jsuwk-r.~{gr�`.rs�-~

n − 1
�'j-� � v?{ItSk-e�{gr

log y
Æ bdc�`.m7r.c��'tSl0v

g È > _ j?�S�8�.m7� u®k-r.c�og�Oe[�dhI~Sr�9tSl0e[��c >�� mI�8�z�'t
eq`'�z�-oq�8r.�Sk-e�oqpsj�l0~spsr7�-r
S
`.r.��`.enms�zog�5eg�®jspst?�ObT�8j�`.r7�-�?�yps�Sk-j >º¸ r

S
egf psj-�0v�`'��r��.jSl9�z�'·�`.j?m7t?k-en{ImIr.c�{[r.�Xj?�S�8�.m7��uwk-r.� >
� ¯�ÀT¿%$
Æ = È µT`.on�Seg}Ie�j?�'onm7jS��r s ∈ [1, q − 1]

k-e�r.k-r'�i�.k-r.m7�9v��'j?{gjspsr.k-·X�'j-�9�?`.rs�-�7�0��l0eÄ{gr`.rs�S�?�yps�Sk-r
h ≡ gs (mod f)

x
deg h < n

>Æ � È � p�{gr h
h7e�p�`.jSmIj?�8r7ps{gr-`.r'�i·?{gj-�O`-�-·Sm�bdcA`.t7psb l+{gr

S
x.`.oq{[j?}7e|{gr >T� pÄ�s�-r'�5r'�`.m��T{[r'�8`.jSmIt?�8rsp7{Ienc�{[r.�

h
egf psj-�9l;{gr

S
x8�8mIt��9e

h =
∏

v∈S

vev(h),

�'j-�8�"js{It?�8mIj��9eÉ{Iv�l9�Oogl0v
s ≡

∑

v∈S

ev(h) logg v (mod pn − 1).

µT`.jspst?�-j7�.e°{gj�`.jSmIj?`.tsp7b �'·Sk-js{[jCk-og�5m7�"psj�on�5e[��ca`.enm7fz`.r.�
4n|S| log p

l9�Oogl0eg��c >d¸ �?{Ie�-~Sl0eÉ{gr��8mIjSk-k.� �"��l9~?l+{IvSk-jC�0�ij�p?j��?`.r7�-rs�8f�l0eg��c�{[r.�Sc
log v
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v ∈ S
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Æ = È µT`.on�Seg}Ie�j?�'onm7jS��r s ∈ [1, q − 1]

k-e�r.k-r'�i�.k-r.�wmIv��'j?{gjspsr.k-·X�'j-�9�?`.rs�-�7�0��l0eÄ{gr`.rs�S�?�yps�Sk-r
h ≡ ygs (mod f)

x
deg h < n

>Æ � È � pC{gr h
h7e�p�`.j?m7js�8rsp7{[r-`.r'�i·?{gj-�8`.tsp7b¼l+{gr

S
x5`.oq{gjS}IeA{gr >d� p��7�-r'�9r'�5`.m��T{[r'�`.jSmIt?�8r7ps{Ienca{gr'�

h
egf psj-�8l+{gr

S
x5�8mIt��9e

h =
∏

v∈S

vev(h),

�'j-�0�?`.rs�-�7�0��l0e�{gr
log y

bdc
logg y ≡ −s +

∑

v∈S

ev(h) logg v (mod pn − 1).
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! j?{+*5j?m7�OtScsx5�8�ij�p?j�j7p?js�-~Sl0e[�O�'jspsegf�ca{[rsp�j?�S�8�.m7� u®k-r�`.m7oq`.eg�5psj�r.m7f�l9eg�0j?�'ms���.�dc�{[r
S
>�¸ r

S
{I�?`'�z�'taeq`'�z�-oq�8eq{[j-�Ip?j°`.egm7�ion�5eg�S�s�-jA{[jaj7p?ts�5bT�8jA`.r7�-�?�yps�Sk-j°�.jsuwk-r'~°oqbdcÊ�'j-�

m
x0�-`.r.�X{gr

m
egf psj-�0k.�ij�`.jSmItSk-eq{Im7r.c�`.r.��kS`.r.mIr.~Sk-eÉpsj�en`'�z�Sog}Ir.�Sk-ea�'j?{It��'r.~?�-vSl0v >

, `.r.mIe[f��'jspse[f�c�psj�hIe[fi}Ieg���?{7��og�5r7ps{gjSc\hIvSk.��r.�Sm��8·Sl0eg�
4n|S| log p

l0�5onl0e[��csxÉv `'���uwjsps�?{Iv?{gjº{[rAl0~Sl+{Iv?k-j)psj|og�5eg�Ë`-�-·SmIvº{ItS}Iv�ÆÇhIv?�SjShI·%p?j�on�5r.�Sk-e |S| �8mIjSk-k.�z�'t|jspseg}ItSm�{Iv?{[�encÄen}7��l0�dl0eg��c È e[f p?jS�0{gr.�?�-tS�8��l;{[r7p 1/2
>

& `.rs�-�?`-�Sr.�'�?{Ivs{[j {IvSc�`.m��T{IvSc��9tSl0vSc�e[f p?jS�%�wj7p?enmIt�k-eq�8j?�-~s{IegmIv�j?`.� j?�?{I·�{Iv?chIeg~s{IegmIvSc��9tSl0vSca�'j-�0e[f psj-�
4n|S| log p

1

P (n − 1, m)
+ (4n|S| log p)2,

�-`.r.�
P (n−1, m)

egf psj-�.v�`'� uwjsps�?{Iv?{gjCo�psj�`.rs�-�?�yps�Sk-r��'jsuwk-r.~�{grC`.r7�-�
n−1

p?j�on�5eg��s�Sr'�?c�{gr'�?c�jspst?�5bT�5r'�?c�`.jSmIt?�8r7ps{Ienc�{gr.���'j7u®k-r.~�{[r\`.rs�S~
m
>�¸ on{gr'�ij�`.rs�S�?�yps�Sk-jrspsr.k-t � rsp7{[jS�

m
� r.k-j?�-t > _ `.m��T{gr'c��'mIr.c
egf psj-���0�zj�{Iv�hIvSk.��r.�Sm��0fij�{gr.��l0�Sl;{I·Sk-j?{gr'c�'j-�"r�h7en~?{IenmIr'c��0�zjC{Ivspaen`'fz�S�Sl0vÄ{gr.� > _��-�7�8r.c°`.r.�Cl+{grsp�eq�-uwon{IvÄog�Or'�?k-eº{Ien{ImIt?�5bypsr�'j-�d�?�8�T�'~7�'r¶Æ �.`-bdc�l;{Ivsp��.�-j?lw� �"·�j?`.js�-e[�z�w·

Gauss È x%egf psj-�T�?{7�T{[r l0~Sl;{IvSk-j�egf psj-�`.rs�S~�jSmIj-�i�.-�r'�"`.enm7��l0l0�?{IenmIr"�5l0�sp7{Ieq�-enl+{Ionc|e[f psj-�'k-vShIoqp�-��"jS�"�0�ij�{Ioq{gr"�zj�l0�Sl+{I·?k-j?{[j�?`.tSmI�5r.�sp�e[�ih7�z�'r'fwjs�S�8�.m7��uwk-r'� >
! jspse[f�c�kS`.r.mIe[f5psjXhIegfi}Ie[�9eg~s�"r7�-jX�?{7�

|S| = exp ((1 + o(1))m log p) ,�'j-�0k-eÉ`.egm7��l0l0�?{IegmIvXhI�Sl8�"r7�.fijX�?{7�
P (n − 1, m) = exp

(

(1 + o(1))
n

m
log

n

m

)

.
^ � mIjXv�`.rs�-�?`-�Sr.�'�?{Ivs{[j�{IvSc�`.m��T{IvSc��wt?l9v?ca�0f psen{gj-�

exp
(

(1 + o(1))
n

m
log

n

m

)

+ exp
(

(1 + o(1))2
n

m
log p

)

{gr
r-`.r"f�r�egf psj-�0f�l0r�k-e
exp

(

(1 + o(1))
( n

m
log

n

m
+ 2

n

m
log p

))

.

! jspse[f�c�kS`.r.mIe[f5psjXhIegfi}Ie[�9�?{7�0v��.on�S{7��l;{Iv�en`'� �-rs�8·X�0�ij�{[r
m
egf psj-�

m =

√

n log n

2 log p
,

�'j-�8{I�?{Ieav�`.rs�-�?`-�Sr.�'�?{Ivs{[j�{[r.�Xj?�S�8�.m7� u®k-r.���0f pseq{[j-�
exp

((

√

2 log p + o(1)
)

√

n log n
)

.
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& `.rs�S�?`-�-r-�'�?{Iv?{gj�{IvSc�hIegf�{IenmIvSc��wt?l9v?cA�.�-oq`.r'�?k-ea�?{7�0e[f psj-�
1

P (n − 1, m)
= exp

((

√

0.5 log p + o(1)
)

√

n log n
)

.
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& `.m��T{Iv°`.jSmIj?{I·SmIvSl0vAegf psj-�?�s{7�?vÉ`.m��T{IvÉ�9tSl0vA{gr.�aj?�S�8�.m7� u®k-r.��on�5eg�?l+{I�s�5r�{[r7pa�?`?�rs�Srs�0��l0k-��{nbypah7�ij?�'m7� {��ypa�-r7�8tSm7� u®kSbypÉ{gbyp°`.r7�-�?byps~SkSbypÉl+{Iv°�.tSl0v

S
>�� �s{I�C�5mIeg�it � e �{gj-�?p?j��0f p?eg�-k-�spsr�k.fij��9r'mIt >y� �zj��'tsuwedp?onr��-r7�8tSm7� u®k-rC`.r'�auwoq�-r.�Sk-eÊpsj��?`.rs�Srs�0f�l0r.�Sk-el;{Ivsp�fih7�ijXr.k-tShIjOx8eq�.{Ien�-r.~Sk-e�k-�7p?r�{IvXhIen~?{Ienm7v��9tSl0v >

� ~Sk-�0bypsj�k-e��.l0j°egfz`.jSk-e�`.jSmIj?`.tsp7b�xIkS`.r.m7r.~Sk-e+p?j|�?`.r7�-rs�8f�l0r.�Sk-eTh7�ij?�'m7� {[r.~Scd�-r7�8tSm[�� u®k-r.�Sc�l;{[r
Fpn

l0ea�5mI�spsr
`.enmsf `.r'��f�l0r�k-e
exp

(

log p
√

n log n
)

= p
√

n log n.
� �?�5�'m7f pseq{Ie�jS�?{I��k-ea{Iv7p�`.rs�S�?`-�-r-�'�?{Iv?{gjX{gr.�

Baby-step/Giant-step
`.r.�Xegf psj-�

pn/2.� �ij�`.jSmItShIeg� �8k-jOx��8�ij
p = 2

�'j-�
n ∼ 1000

r
Index Calculus

�'tspse[�+`.egm7fz`.r.�
283.12�'·Sk-js{[jOxyeqp7� r

Baby-Step/Giant-step
�'tspseg�

2500 >\� �'�.k-v\�"jS�yjsp�r�k-eq�8j?�-~?{IenmIr.c`.m��T{[r.cChs�zj-�imIon{Iv?cC{gr'�
2n − 1

egf psj-� ∼ 2600
x®r�l0�spshIr"�zjSl0k-�'c�{gr'�

Pohlig-Hellman
k-e{grsp

Baby-step/Giant-step
�5mIe[�it � eq{gj-�0`.enm7�z`.r.�

2300
�'·Sk-js{[j >^ µyp?j\�OjSmIj?�.{IvSm7��l;{7�z�'��{gr.�

Index Calculus
egf psj-�y�?{7�ThIe��-j?ks�'tspse[���?`.���wv\{7��c��?`?�r.r.k-tShIegc%{gr.�

Fpn

> " v?�-jShI·avA`.rs�-�?`-�Sr.�'�?{Ivs{[ja{gr.��h7e�pÉeg}IjSm�{It?{gj-�?j?`.��{grCk-oq�8e�uwr'cÊ{gbyp`.m��T{gbypÄ`.jSmIj?�5�sp7{gbypC{[r.�
pn − 1

`.r.��egf psj-�5vC{It?}7vC{IvScÉr.k-tShIjSc >y� p'xO�8�ij�`.jSmItShIe[� �8k-j"x
p = 2

�"jS�
n ∼ 1000

�-`-bdc�`.m7� p��'j-�+r\k-en�8js�-~?{Ienm7r.c�`.m��T{[r.c�h7�ijS�imIon{IvSc�{gr'�
2n − 1egf psj-� ∼ 280

x9r
Index Calculus

�'tspse[�8�'j-�9`.ts�.� ∼ 283.12
�'·Sk-js{[jOx0e�p7��r�l0�spshIr'�ijSl0k-�.c{gr'�

Pohlig-Hellman
k-e°{[rsp

Baby-step/Giant-step
�5mIe[�zt � en{gj-�5k-�spsr ∼ 240

�'·Sk-j?{gj >


